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Central to all steps and 
stages – before and 
after impact – is the 
proactive decision 
making of teams. 
Whether they are work 
teams, crisis 
management teams, 
risk management teams 
or executive 
management teams, 
they are all groups with 
a shared focus on 
making informed 
decisions to manage 
uncertainty.



“Business Process Modelling 
Notation” is used to display 
the two key workflows in our 
approach.

1. Before Impact

2. After Impact

A “cartoon style” is used to 
support effective 
communication.



1. Before impact workflow (step 1)



1. Before 
impact 
workflow 
(step 2)



MITIGATION FRAMEWORK

The fundamental information 
collection framework is a set 
of five Resource Types
People
Premises
Processes
Providers
Profile

Under each of these five types 
are three key considerations.

These are depicted on a 
matrix in the “paper plan” 
and as “drop downs” within 
the Mitigation Framework of 
the software



PEOPLE PREMISES PROCESSES PROVIDERS PROFILE

Key Staff: 

What staff do you require 

to carry out this prioritized 

activity?

Buildings: 

What location(s) does this 

prioritized activity operate 

from? (Primary site, 

alternative premises)

Information Technology: 

What Information 

Technology is essential to 

carry out this prioritized 

activity?

Reciprocal Arrangements:

Do you have any reciprocal 

agreements with other 

organisations?

Reputation: 

Who are your key 

stakeholders?

Skills / Expertise / 

Training: 

What skills / level of 

expertise is required to 

undertake this prioritized 

activity?

Facilities: 

What facilities are essential 

to carry out this prioritized 

activity?

Documentation: 

What documentation / 

records are essential to 

carry out this prioritized 

activity?

How are these stored?

Contractors / External 

Providers: 

Do you tender key services 

out to another organisation? 

If so - to whom and for 

what?

Legal and Financial 

Considerations: 

What are your legal, 

statutory and regulatory 

requirements?

What are your financial 

issues (especially cashflow)?

Minimum Staffing Levels: 

What is the minimum 

staffing level with which you 

could provide some sort of 

service?

Equipment / Resources: 

What equipment / 

resources are required to 

carry out this prioritized 

activity?

Systems & 

Communications

What systems and means of 

communication are required 

to carry out this prioritized 

activity?

Suppliers:

Who are your priority 

suppliers?

Who do you depend on to 

undertake this prioritized 

activity?

Vulnerable Groups: 

Which vulnerable groups 

might be affected if this 

prioritized activity is not 

done?



Each Prioritized Activity
has a fifteen (15)
element profile



1. Before 
impact 
workflow 
(step 3)



When scoring please consider for how long this 
resource can be unavailable before there is a critical 
effect on the continuity of the activity - score (1) more 
than 1 week; (2) 5 working days; (3) 3 to 4 working 
days; (4) 1 to 2 working days; (5) less than 1 day.
Also consider if the resource was unavailable how that 
might influence the achievement of objectives - score 
(1) Insignificant: Negligible impact on objectives if 
resource is inactive;
(2) Minor: Effects on objectives easily remedied if 
resource is inactive;
(3) Moderate: Some objectives affected if resource is 
inactive;
(4) Major: Some important objectives cannot be 
achieved if resource is inactive;
(5) Absolute: All objectives are compromised if resource 
is inactive.

How susceptible is this resource in the current 
circumstances? Susceptibility is a function of many things. 
It is about the characteristics and features of the resource, 
and the dependencies and inter-dependencies associated 
with it, which make it more resilient, or more fragile.
For people, this may be about their factors such as health 
and their behaviour.
For premises, it may be about such things as the integrity 
of the structure and relative location (in relation to other 
hazards).
For providers, it may be about factors such as their size, 
capability, resilience, replaceability.
For processes, it may be about factors such as their fitness 
for purposes and backup.
For profile, it may be about the nature of the prioritized 
activity, associated stakeholders and how well 
relationships associated with the activity are managed.



Rigid plans categorise 

Adaptive approaches 
appreciate context



What does the current level of Vulnerability mean?

Corporate 

Vulnerability
Conditions / 

Circumstances
Recommended Action (to be considered)

High

Conditions or Circumstances 

which could cause major 

adverse effect on the ability 

to achieve an objective. 

▪ Requires giving high priority to immediate 

action.

▪ Requires significant senior management 

intervention - and may require significant 

mobilisation of resources, including external 

assistance; with potential for ongoing 

resource diversion.

Medium

Conditions or Circumstances 

which could cause moderate 

adverse effect on the ability 

to achieve an objective.

▪ Requires prompt action.

▪ Requires management intervention and may 

require external assistance. 

Low
Conditions or Circumstances 

which could cause minimal 

but measurable impact on the 

ability to achieve an 

objective. 

▪ Appropriate governance - and monitoring -

generally mitigates these risks.

▪ Requires management attention and 

possibly, a minor use of external resources. 
Very Low



The level of commitment to address the identified vulnerability should be advised by considering, challenging and 
validating the scores. The attributions around Criticality and Susceptibility.

Once validated, the higher the percentage (Red … Orange … Yellow …down to Green) the greater the weight that 
should be afforded considerations around resourcing and committing to contingency and mitigation plans.



Vulnerability Assessments are inputs to decisions which 
are implemented as Contingency and Mitigation Plans

What is recorded in Contingency and Resilience Initiatives “boxes” in the Mitigation 
Framework will come out of further conversations – prompted by scenarios and 
consideration of the “Tips Tables” in the AgileBCP Workbook 



My preference is to jump straight in –

and work backwards.

If it is agile, then let us see.

Click on “Vulnerability before Impact” 

to see what might hold up growth (my 

general aim) of opening a second 

location (my specific objective)

Clicking the “Vulnerability before 

Impact” column highlights a need to 

strengthen payroll capability –let us 

see what we are doing about that.



Double clicking on the line in the report page (above) 
brings up a report which I can use as a PDF or jump into to 
explore, query, validate and edit with top management.

I can see that the Objectives field, Product / Service field, 
Resource type field, Resource field, and Resource 
description have all been done – with a useful note 
reinforcing the issue at hand.

I also see that the criteria-based decision has attributed 
maximum scores to both CRITICALITY and SUSCEPTIBILITY.

Let us check those criteria to see if we are comfortable 
with those attributions.

To do that, I just take the shortcut of clicking on the edit 
tag at the top right – because if I want to change it, I want 
to do it efficiently.



Not happy Jan!

I agree with the corporate vulnerability – maybe 
it ought only be a 4 x 5 score – but even that 
comes up “red enough” to required priority 
action considerations.

And yes – I see that there are things listed to be 
done, BUT I also see that it is NOT being done.

Indeed, it is not even on anyone’s agenda.

Hmmm.



AgileBCP 
Mitigation 
Framework
Agile, informed, 
decision making
is at the heart of
the framework



2. After impact workflow



Also consider how impact might influence the achievement of 
objectives - score 
(1) Insignificant: Negligible impact on objectives; 
(2) Minor: Effects on objectives easily remedied; 
(3) Moderate: Some objectives affected; 
(4) Major: Some important objectives cannot be achieved; 
(5) Absolute: All objectives are compromised.

When scoring please consider the level of impact (on 
its functionality) this resource has in the present 
circumstances?

For how long can the loss of capability (to support the 
achievement of objectives) be afforded? 

Scoring guidelines as follows: 
(1) more than 1 week
(2) 5 working days
(3) 3 to 4 working days 
(4) 1 to 2 working days
(5) less than 1 day



This example follows through with the example used in 
workflow 1, of having a corporate vulnerability in payroll 
capability BEFORE impact – which was not effectively 
addressed.

The general Aim of growth was being pursued with an 
Objective to open another location. One of the things which 
needed to work was to pay staff (an activity which is 
important across all areas and therefore a significant issue).

The issue was not addressed – and Corona Virus has seen 
this key staff member incapacitated. The attributed “impact” 
score is 5 (see criteria above – available by clicking on the 
Selection Criteria Cross Bar on the Mitigation Framework 
Page)

After Impact Vulnerability is a function of Criticality and 
Impact – Red – requiring immediate action be considered –
and implemented.

Resolution will be achieved by a plan specifying what needs 
to be done – and what is needed to do it. Top management 
will track these actions by monitoring “Status (after)”





Once attributions of corporate vulnerability have been validated and action plans both confirmed and resourced, 
“Response and Recovery” Reports can be monitored for status and amended as required.



Refinement and Feedback

The Refinement and Feedback Tab is a powerful 
way to explore vulnerability and the effectiveness 
of interventions.

- largely by using the “drop downs” to prioritize, 
explore, and review.

The information can then be explored in a variety 
of ways:

- Clicking on a ranked row and exploring the details 
of the record in a group, around a table, via Zoom 
or on a big screen is very productive.

The best answers evolve from conversations driven 
by good questions





Workflow 
Overview
(classic
depiction)


